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Ranking of TLDs by Phishing
Domains Reported

Some TLDS pricing operating practices, or business
processes were more atractive to phishers than others.
Our 2024 study data showed that criminals most often
registered domains the top-evel domains thatoffered
registrations to anyone withou restrictions
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LD rankings for this yearly study period are posted at the

+ 13 0f the new gTLDs were ranked in our Top-level
Domains Year over Year Comparison: May 1, 2023
‘April 30, 2024, With Freenom out of the picture, only
three ccTLDs joined the top 20 (N, €€, .RU).

+ .COM had the highest number of domains reported
for phishing. However, the 156M .COM domains
under management represent 46% of the domain
marketplace, o the raw count s less meaningful
than the phishing score, discussed below. By
comparison, .TOP had fewer than 3 million domains
under management but over 100K phishing
domains reported.

Inthe section . we look
at domain registration policies to understand what, If any,
Influence these have on where phishers register domain

names. i the section . we also look at
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Phishing and Domain Abuse:
Trends and Insights
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For our studses, we divided the overall domain name space
nta four categories:
+ the.COM and INET registries, operated by Verisign,
reprasenting 49% of the domains in the werld,

the couniry-code domains (ccTLDs) representing 35%

it means for criminals of the domains,

- the legacy generie TLDS - those ather than COM and
NET and introduced before 2013, eg.. ORG, BIZ
and

ermet users navigate the Intermec' vast content by using
the Domain Name System (ONS). This system permits the

INFG - representing 5% of the dor

e e . + the new gTLD intraduced from 2014 1o the present
fepnen o e s (e, TOP, CAM, VIP, XYZ, SHOP)regresenting the . .
andthe locations where contentis hested of
remaining 11% of the domairs.

served, g i repository,or 8 sockl media
platform, Cybercriminas by e eybercrime actity
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share.

e harmiul pages
set up for the attack. We measured criminal misuse of
sources for  yearly period and compared these to
ur prior study period. The indings in bath measurement
sets are disturbing

Domains registered by
cybercriminals - malicious
domains - increased

112% year over year

Cybercrime Activity Across
the Domain Name Space

Acesrding 1o . 3t the end of August

ALLREGISTERED

DOMAINS AUG 74
5% LEGACY TLDS
1% HEW GTLOS

 35% CCTLos

W 9% COM/NET

CYBERCRIME DOMAINS

SEP 23 - AUG 24
% LEGACY TLOS
37% NEW GTLDS

W 7% CCTios

B 419 .COMANET

ANTLDS
2024, there were over 341 millon registered domains
i the global domain name space, We identified For the September 2023 to August 2024 study period,
domains reported for cybercrime activiy in 504 of the. ook i el AAKG icrmas b cosniles.

‘approximately 1,500 existing TLDs during the current

study period.
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Here are the top 10 TLDs:
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DNS Abuse is Growing at an Alarming Rate

1,542,900 domain names
reported for phishing in the last
12 months.

* 1425%+ Jul ‘20 to Apr ’'25
» Under-reports the problem

77% of phishing domains
maliciously registered

High costs imposed on society

- US$18,000 in direct financial
loss from phishing every
minute

Anti-abuse efforts to date have
been ineffective
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Quarterly Phishing Attacks and Phishing Domains
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Phishers Exploit Cheap Prices and Easy Registration

Market Share and Phishing Domains

* Phishers exploit cheap by TLD Type
 Top 27 TLDs with highest proportions of abuse
priced at US$2 or less ALLDF;E;LSIERED
* 51% of abusive registrations in the new gTLDs, s COM/NET
32% .com/.net 36% ccTLDs
* Free promotions and bundle deals ;Iengj:yg:lrll:DD:

* Phishers exploit easy

« Target registrars and TLDs with few requirements

and no identity verification / data validation
PHISHING DOMAINS

* Phishers have known, preferred suppliers 32% COM/NET
- Most-abused registries and registries by volume and ;:-VLQDTLD
proportion appear in the top 10 year after year. 6% legacy TLDs
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Abusive Registrations are Often Conspicuous

Algorithmically Names containing / Repetitive use of same / similar
generated names closely matching brands registrant information
babysitter-service-18%55.bond hsaThlamazcon. com 25 N. 23rd Ave Sulte 100 Phoenks AZ B5014 US 1.60249%
babysitter-zervice-21764.bond 1 daaE A E o « £ 25 N. 23nd Ave Sulte 100 Fhoenk AL B5014 U5 1.602493
babysitter-service-24358.bond o a;amazcn‘mm 25N.23d Ave Sulte 100 Phoenx A7 85014 US 1.602493
babysitter-service-24377.bond F d.;[ 25N.23d Ave Sulte 100 Phoenx A7 85014 US l'EM‘Hf
sl o bz | sils | Lot

: _ rd e TVE Jauwlamazon . com : : &
babysitter-service ;“‘“l:bnnd i loiTammson . com 25N.231d AveSulte 100 Phoenb  AZ 85014 US  1.602493
babysitter-service-3| xavsjx.xyz : 25M.23d Ave Sulte 100 Phoenlx A7 B5014 US 1.602493
babysitter—sera—‘ice—l. Zszauf.xyz koran9amazon . com 25 K 9Frer Ave Cuite 100 Db romr e AT BEMAA 1IE 4 mnoa07
]:IE.]:I'_lll'S-i tter-service-3{ Wiaqu.XYZ ksmezamazcn . COHT
babysitter-service-41 . = = = =
b irtereseruion_q]XWeCVXyZ ksolfamazon.zom Clearly false registration information

¥ 1 WVdVXX.XyZ kuaibamazon.com
babysitter- rice-4 - .
= I""ISJ_L =E SEH%CE 1wvznzz.xyz mensadglamazon. com Registrant Street: Mexico
babysitter-service-4 i1 kud4 1 . . L Street: Dollar cit
babysitter-service-6] zphpoy.xyz milatrckudjlamazon.com Registrant City: MX ‘ : vy
ytjgmv.xyz mxj8amazon. com Registrant State/Province: Mexico | City: Guatemala
wsuhbs.xyz northeast-amazon. com Registrant Country: MX k State/Province: Guatemala
|Reg|stra nt Country: GT

4 I
Automated tools can screen for these and other suspicious patterns
* Anti-abuse systems already deploy by some ccTLDs
e Commercial data validation tools available

\ /' Interisle




Bulk Registration: Arsenals of Domains

37% of phishing domains
registered in bulk over the last
12 mo.

Over 17,000 malicious domains
were registered in under 8
hours. (CSC 2024)

Phishers weaponize domains
and launch attacks quickly.

By the time an attack is
detected and mitigation started
the damage is already done &
multiples more in progress.

Interisle CSC 2024
Largest gTLD Malicious Bulk Batch Runs
Registration Time Span . Bulk . .
(uTC) Registrar Domains Sample Cybercrime Domains
hgkzmn=si.lol nlaxbwtd.lol =xohxkvbi.lol
2/19/2024 nzayvaxjf.lol wpimhhecl.lol gzrogwxeb.lol

GMO d/b/a Onamae.com 17,687 hznzttlm.lol ozztavmv.lol wifthlsu.lol

owhnubyvw.lol gneozzwz.lol ioszozla.lol

03:48t011:35

college-mWwiz.xvz rbmgls-=mall.xvz
fxivcd-direction.xyz
drai-discusszion.xy=
kgrf-attention.xvz
8/22/2024 GMO d/bfa Onamae.com 9,880 weah-news.xyz  rielac.com

07:36t011:48 iogmti-force.xy=

order-vhkmfo.xvz

zxfiv-=school.xy=

gvlzo-2ixX.XVE usuij-rest.xy=
liml=s.net lexiom.net 1lpl.net
9/18/2023 _— Ilmev.net mahko.net matanca.net
04:02 to 0735 July Name Limited 8,827 megye.net mengfei.net mfarltd.net
mfhv.net mfvyvp.net midten.net
4/29/2024 13:36 Stichting Registrar of 2723d0.0rg 274ad4.org 223202.0rg
to . 7451 285dff.org 28dd2c.org  2a3Bad.org
A4/30/2024 07:51 Last Resort Foundation Z2a78%ea.org Zb24d4.org 2b4e482.o0rg
fzjuice.net ant=z365.net hytgxcl.net
9/18/2023 - -
July Name Limited 7062 =zwztech.net vyxhuaer.net Jjinzigp.net

08:40 t0 10:01 heigigp.net _gmyoux.net ynzxjv.net

Conspicuous Suspicious

Volumes Name Patterns InteriSIC

Short Durations



Business and Economic Choices set the Stage for Abuse

Competition is good, but “over competition”
iIn markets, absent reasonable rules, can
have negative consequences.

The DNS market is highly competitive
« Low barriers to entry & abundant competitors
« 2,000+ Registrars, 100s of open TLDs

« Largely commodity goods with near O marginal
production cost

* Fierce battles for market share, loss-leader
pricing, etc.

~
DNS abuse is like pollution: a negative

externality that imposes costs on
consumers and society.

 Reasonable measures are needed
to curb abuse, not just mitigate it.

« |t's ICANN'’s function to set minimum
standards for doing business.

Interisle



Better Policies Curb Abuse:

Identity Verification & Validation Case Study

* Both Interisle and the INFERMAL study found that

TLDs with greater identity verification requirements
have less abuse.

* ICANN'’s current requirements are minimal.

e 2024 compliance audit found that 20% of registrars failed to
do the minimum required validations.

 The EU’s NIS 2 require registries and registrars to
have verification procedures that “ensure .... accurate
and complete information” and use “risk-based
approaches” to check accuracy.

 Many European ccTLDs have implemented these
checks and have some of the lowest incidence of
domain abuse.

COMPARISON OF TLD SETS COMPOSITE
WITH NO REGISTRATION PHISHING

COMPOSITE
MALICIOUS
PHISHING

REQUIREMENTS DOMAIN SCORE__ DOMAIN SCORE
EU ccTLDs 6.9 5.2
F;:il;nai\d EU ccTLDs studied) 14.0 6.8
Legacy gTLDs 25.5 18.8
Asia ccTLDs 33.7 18.8
Legacy and hew gTLDs combined 40.2 33.3
New TLDs 273.7 262.2
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More Effective Anti-Abuse Measures are Needed

« Strengthen Verification Requirements * Adopt Automated Systems to
* Require better verification of gTLD Screen for Abusive Registrations
registrant contact data, similar to NIS2. . Catch and investigate suspicious names

and data before delegation.
* Implement Bulk Registration

Requirements
« Require identity verification, limit
registration volumes

4 I
* Allow Registries to Better Manage their See our Phishing Landscape and
Business Cybercrime Supply Chain for
- Registries should not be required to do additional recommendations.
business with registrars that have high \_ J

abuse rates / present risk
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For More Information

Understanding New Reports Out Q3 2025!
ntern
Resource Abuse
in the . ] . .
Perpetration of ReportS: |nter|S|e.net/|nS|ghtS
Cybercrime
AU Data sources, methodology, additional data:
INTERISLE CONSULTING GROUP

cybercrimeinfocenter.org

Cybercriminals exploit cheap and rapid access to Internet resources
to conduct the cyberattacks that devastate consumers, businesses,

and institutions alike. Our reports examine a range of cybercrimes, S b . 1 1 b

where attackers acquire their resources, and provide u StaCk InterISIesu StaCkcom
recommendations for policymakers and business on how Internet

resource abuse and related criminal activity can be mitigated.

Web: interisle.net

Email: info@interisle.net
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